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Ne treba se prijaviti zato sto Windows koristi credentiale od korisnika Ane Ivic za pristup SMB shareu koja je takodjer dio grupe “Prodaja”.
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Adrinistrator: Wi

PS C:\Users\Administrator> hostname a
VUA-2

PS C:\Users\Administrator> Get-LocalUser | ft Name, SID
Name SID

Administrator 5-1-5-21-2491467718-610115657-2107297298-500
aivic 5-1-5-21-2491467718-610115657-2107297298-1004
DefaultAccount 5-1-5-21-2491467718-610115657-2107297298-503
Guest 5-1-5-21-2491467718-610115657-2107297298-501
mtomic 5-1-5-21-2491467718-610115657-2107297298-1003
student §-1-5-21-2491467718-610115657-2107297298-1001
vuaadmin §-1-5-21-2491467718-610115657-2107297298-1002
WDAGUti1ityAccount S-1-5-21-2491467718-610115657-2107297298-504

PS C:\Users\Administrator>
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rshell (running a:

For technical information, type: "get-help New-Item -full. -
For online help, type: "get-help New-Item -online"

PS C:\Prodaja> New-Ttem ° "MT-TODO-1ista. txt" “file"

Directory: C:\Prodaja

Mode LastiriteTime Length Name

23.10.2024. 1:07 © MT-TODO-lista.txt

PS C:\Prodaja> 1s

Directory: C:\Prodaja

LastiriteTime Length Name

23.10.2024. a3

© MT-TODO-lista.txt

PS C:\Prodaja> cat .\MT-TODO-Lista. txt
PS C:\Prodaja> whoami

vua-2\mtomic

PS C:\Prodadja> o c
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PS C:\Users\Administrator> use Z: \\VUA-2\Prodaja Passwlrd /USER:CLI1\mtomic
he command completed successfully.

:\Users\Administrator> Z:\MT-TODO-1ista. txt
:\Users\Administrator>

7] MT-TODO-ista - Notepad - o X

File Edit Format View Help
TEST TEST TEST TEST TEST]

Ln1, Col 25 100%  Windows (CRLF)  UTF:

lask:
Name:

Administrator
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Administrator: Windows

S C:\Users\Administrator> net use Z: \\VUA-2\Prodaja Passwlrd /USER:CLI1\mtomic ~
he command completed successfully.

S C:\Users\Administrator> notepad Z:\MT-TODO-lista.txt
S C:\Users\Administrator> net use
lew connections will be remembered.

K z: \\WUA-2\Prodaja Microsoft Windows Network
The command completed successfully.

S C:\Users\Administrator> o
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PS C:\Users\Administrator> net use Z: /d ~
7: was deleted successfully.

’S C:\Users\Administrator> net use Z: \\VUA-2\Prodaja /USER:CLI1\aivic
The command completed successfully.

PS C:\Users\Administrator> 1s Z:

Directory: Z:\

LastWriteTime Length Name

10/23/2024 10:19 AM 24 MT-TODO-lista.txt

S C:\Users\Administrator> o
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:\Prodaja> ls
Directory: C:\Prodaja

ode LastWriteTime

10/23/2024 10:33 AM
10/23/2024 10:33 AM

PS C:\Prodaja> hostname
CLI1
PS C:\Prodaja>

Length Name

Dijeljeno
Privatno
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Administrator: Windows

ath Owner Access,

)ijeljeno BUILTIN\Administrators BUILTIN\Administrators Allow FullControl...

S C:\Prodaja> Get-ACl .\Privatno\

Directory: C:\Prodaja

s C:\Prodaja> cd .\Privatno\
S C:\Prodaja\Privatno> Get-Acl .

Directory: C:\Prodaja

S C:\Prodaja\Privatno> cd ..
S C:\Prodaja> Get-ACL .\Privatno\ | ft -Property Access

System.Security.AccessControl.FileSystemAccessRule, System.Security.AccessControl.FileSystemAccessRule, System.Security.AccessControl.FileSystemAccessR.

S C:\Prodaja> Get-ACL .\Privatno\ | ft -Property Sddl

dd1

:BAG:S-1-5-21-3221661580-3232403184-3511749444-513D: AT (A; 0ICIID; FA; ; ;BA) (A; OICIID; FA; ; 5SY) (A;0ICTID; 0x1200a9; ; ; BU) (A; ID;@x1301bf; ; ; AU) (A; 0ICIIOID; SDGXG.
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|| Advanced Security Settings for Privatno. o

Nome  CAProdsia\Prvatno
Owner  Administsors CLI\Adminsrtors) @) Change
Pemions A

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (f available).

Permission entries
Tpe  Principal Access Inherited from Appliesto
2 Alow  Marko Tomic (CL\mtomic)  Read, write & execute  None This folder only
82 Allow  Administrators (CLIT\Adminis... Full control None “This folder, subfolders and files
2 Allow  CREATOR OWNER Modity None Subfolders and files only
82 Allow  SYSTEM Full control None “This folder, subfolders and files
2 Allow  Ana hic (CLiTavic) Read, write & execute  None This folder only
& Allow  Jana Vuk (CLIT\jvuk) Read, write & execute  None This folder only

Add Remove View

Enable inheritance

[]Replace al child object permission entres with inheritable permission entries from this object

Cancel | | Apply
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|| Advanced Security Settings for Dijeljeno a

Neme  CAProdsia\Djelen
Owner  Administsors CLI\Adminsrtors) @) Change
Pemions A

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (f available).

Permission enties:
Tpe  Principsl Access Inheited from Applesto

2 Allow  Everyone Resd,write Gexecute  None This folder, subfolders snd files

82 Allow  Administrators (CLIT\Adminis... Full control v This folder, subfolders and files

2 Allow  SYSTEM Ful control @ This folder, subfolders snd files

82 Allow  Users (CLIT\Users) Read & execute v This folder, subfolders and files

2 Allow  Authenticsted Users Modity @ This folder, subfolders snd files
Add Remove View

Disable inhertance.

[]Replace al child object permission entres with inheritable permission entries from this object

Cancel | | Apply
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ershell.exe (running as CLIT\mtomic)

PS C:\Prodaja\Privatno> ls

Directory: C:\Prodaja\Privatno

LastWriteTime

10/23/2024 11:08 AM
10/23/2024 11:08 AM

PS C:\Prodaja\Privatno> cd mtomic
PS C:\Prodaja\Privatno\mtomic> ls
PS C:\Prodaja\Privatno\mtomic> New-Item

Directory: C:\Prodaja\Privatno\mtomic

Mode LastWriteTime

10/23/2024 11:17 AM

PS C:\Prodaja\Privatno\mtomic> mkdir test

Directory: C:\Prodaja\Privatno\mtomic

Length Name

file "test.txt"

Length Name

0 test.txt
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powershellexe (running

PS C:\Prodaja\Privatno\mtomic> ls

Directory: C:\Prodaja\Privatno\mtomic

Mode LastWriteTime Length Name

10/23/2024 11:17 AM test
10/23/2024 11:17 AM 0 test.txt

PS C:\Prodaja\Privatno\mtomic> mkdir ..\..\Dijeljeno\test

Directory: C:\Prodaja\Dijeljeno

Mode LastWriteTime Length Name

10/23/2024 11:17 AM test

PS C:\Prodaja\Privatno\mtomic> _
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\Users\Administrator> New-LocalUser -Name
ce) -FullName

Name  Enabled Description

mtomic True

rce) -FullName

Users\Administrator> New-LocalUser -lName

Enabled Description

PS C:\Users\Administrator> New-LocalUser -Name

~Force) -FullName

d (

Name Enabled Description

jvuk True

PS C:\Users\Administrator> Get-LocalUser | ft -P

Administrator
aivic
DefaultAccount
Guest

jvuk

mtomic

student

vuaadmin
WDAGUtilityAccount

erty Name,SID

SID
S-1-5-21-3221661580-3232403184-3511749444-500
S-1-5-21-3221661580-3232403184-3511749444-1006
S-1-5-21-3221661580-3232403184-3511749444-503
S-1-5-21-3221661580-3232403184-3511749444-501
S-1-5-21-3221661580-3232403184-3511749444-1007
S-1-5-21-3221661580-3232403184-3511749444-1005
S-1-5-21-3221661580-3232403184-3511749444-1002
S-1-5-21-3221661580-3232403184-3511749444-1003
S-1-5-21-3221661580-3232403184-3511749444-504

PS C:\Users\Administrator> hostname

CLI1

PS C:\Users\Administrator>

(ConvertTo-SecureString -5

(ConvertTo-SecureString -

ConvertTo-SecureString -

ing

-AsPlainT

lainTe
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Adrministrator: Windos

lindous PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator> New-LocalUser ‘mtomic* (ConvertTo-SecureString *Passudrd’ )
‘Marko Tomic"®

mtomic True
PS C:\Users\Administrator> New-LocalUser ‘aivic’ (ConvertTo-SecureString *Pagsuord"
*Ana Ivic'

Name Enabled Description

aivic True

PS C:\Users\Administrator> Add-LocalGroup "Prodaja”

Add-LocalGroup : The term 'Add-LocalGroup® is not recognized as the name of a cmdlet, function, script file, or operable program. Ch
eck the spelling of the name, or if a path was included, verify that the path is correct and try again.

At line:1 char:1

+ Add-LocalGroup -Name "Prodaja”

. Category;;Fo : ObjectNotFound: (Add-LocalGroup:String) [, CommandNotFoundException
+ FullyQualifiedErrorId : CommandNotFoundException

PS C:\Users\Administrator> New-LocalGroup “Prodaja”

Name  Description

rodada

PS C:\Users\Administrator> hostname
VUA-2
PS C:\Users\Administrator>
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Administrator: Win

PS C:\Users\Administrator> hostname

VUA-2

PS C:\Users\Administrator> Add-LocalGroupMember “Prodaja" "aivic", "mtomic”

PS C:\Users\Administrator> Get-LocalGroup

Name Description

Prodaja

Access Control Assistance Operators Members of this group can remotely query authorization attributes and permissions for resourc...
Adninistrators Adninistrators have complete and unrestricted access to the computer/domain

Backup Operators Backup Operators can override security restrictions for the sole purpose of backing up or res..
Certificate Service DCOM Access  Members of this group are allowed to connect to Certification Authorities in the enterprise
Cryptographic Operators Members are authorized to perform cryptographic operations

Device Owners Members of this group can change system-wide settings

Distributed COM Users Members are allowed to launch, activate and use Distributed COM objects on this machine.

Event Log Readers Members of this group can read event logs from local machine

Guests Guests have the same access as members of the Users group by default, except for the Guest ac...
Hyper-V Adninistrators Members of this group have complete and unrestricted access to all features of Hyper-V.
TTS_TUSRS Built-in group used by Internet Information Services.

Network Configuration Operators — Members in this group can have some administrative privileges to manage configuration of netu..
performance Log Users Members of this group may schedule logging of performance counters, enable trace providers, a..
performance Monitor Users Members of this group can access performance counter data locally and remotely

Pouer Users Power Users are included for backwards compatibility and possess limited administrative pouers
Print Operators Members can administer printers installed on domain controllers

DS Endpoint Servers Servers in this group run virtual machines and host sessions where users RemoteApp programs a..
RDS Management Servers Servers in this group can perform routine administrative actions on servers running Remote De...
RDS Remote Access Servers Servers in this group enable users of RemoteApp programs and personal virtual desktops access...
Remote Desktop Users Members in this group are granted the right to logon remotely

Remote Management Users Members of this group can access WMI resources over management protocols (such as WS-Manageme...
Replicator Supports file replication in a domain

Storage Replica Adninistrators Members of this group have complete and unrestricted access to all features of Storage Replica.
System Managed Accounts Group Members of this group are managed by the system.

Users Users are prevented from making accidental or intentional system-wide changes and can run mos..
PS C:\Users\Administrator> Add-LocalGroupMember “Remote Desktop Users" "aivic", "mtomic”

S C:\Users\Administrator>




